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Abstract: An application protocol identification method is proposed based on the statistical char-
acteristics of network flows. The flow features at the network level are extracted according to the
concept of network flow, and three attributes: the number of packets, the number of bytes, and
time, are used to capture the flow characteristics roundly. Then the principal component analysis
algorithm is used to determine the main characteristics of the flow attributes to reduce the effect
of environment. Finally, a BP neural network model is given to identify the application protocols.
As the features used in the proposed method are more stable, the output results of the model are
hence accurate with the change of the network environment. Experimental results in real network
environments show that the proposed method can identify several major application protocols ac-
curately, such as HTTP, BitTorrent, FTP and TELNET, and the identification precision is
above 97 %.
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